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char *p;

1f(x == 0) {
p = foo();

} else {
p=20;

}

1f(x '= 0){
*p;

} else {

}

return;
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Check in

N

562 if (len == 0) ey -
563  buf= NULL; 1:% Jjjz % IE
564 else
565 {
566 buf = malloc(len);
567
568  if (buf == NULL) {
569 read_error = TRUE;
570 return (READSTAT);
571 }
572}
575 /* productA V1.0 */
576 rs_read_chars(inf, buf,len);
577
l JdJ00
~~< FREEMD

f#

long t SomeFunction():
/ Oth un n(); */
/% int */ Callin gFunction 0

long int testl;
gist Fad / tes
():
(testl )
est2 =

return test2;

FEEEHmICE
BINAD Y
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ZDOA—KIZINTBHBYFEITHM?

char *p;

if(x == 0){
p = fool);

} else {
p=0;

}

1f(x '= 0){
*p;

} else {

}

return;
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return;
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v Jr v v

true true false false

true false true false

e

11 @) coverity




ZDIA—FBEETES/\T [F1D.

false true

false true true

!
3|

X1 foo() MY—RA—FMNEELLELERTE .
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AERE&3—F BEEHI—F

else 564 /
{ 565 .

l.ouf = malloc(len); gg‘; NULL@ ra1 E#ﬁ ':Of; b‘% .
i, ||| P R
return (READSTAT); g;g ;* (EE NULL Eﬁlj‘%:—l& b(#E)

581 /*
582 rs_read_chars(inf, buf, len);

562 if (len ==10) 562 /* . N K
563 buf = NULL; 563 1if E = | : I~ x

575 /* productA
576 rs_read_chars(inf, buf, len);

HBSA4T3)a—F

97 1s_read(FILE *inf, void *ptr, size.t size) 317 encread(char *start, size_t size, FILE *inf)
08 | - 318 {
BE 319 char *el, *e2, tb;
102 if (encread(ptr, size, inf) != size) ...
P \ CCTNULLORES R !

- 326 if ((read_size = fread(start,1,size,inf)) == 0) {




B a—ILT 57 HENTH

~R&3—F BEFAI—F
562 if (len == 0) 562 /* product B */ ﬁIEl% a"
563  buf=NULL; 563 if (len ==0) {
564 else 564 /* DO NOT SET NULL!"Y */
565 { 565  buf = ”default.txt”; E# -
566 buf = malloc(len); 566 NULLw rﬂ1 ﬁ lh
567 567  return (READSTAT); ~ ( fE
568 if (buf == NULL) { 568} 07:&75(6/ VA, Lb(
569 read_error = TRUE; ... B&... — L —#E ~
570 return (READSTAT); 579 /* product B V1.0 */ =1 I~ lh Lt'l"
571 } 580 /* reuse rs_read_chargf/ ~
572 } 581 /* original in product®X V1.0 * Fﬂﬁ EtLL !
575 /* productA V1.0 */ 582 rs_read_chars(inf, buf, len);
576 rs_read_chars(inf, buf, len);
577

#BESATSYa—k

97 rs._read(FILE *inf, void *ptr, size_t size) 317 encread(char *start, size_t size, FILE *inf)
- ’ T 318 {
98 {
RS 319 char *el, *e2, tb;
102 if (encread(ptr, size, inf) != size) L
T

326 if ((read_size = fread(start,1,size,inf)) == 0) {

14




ZAENTRDITTET,

- FSA 7 ILEFE(~2009):
- $990MR Ty

- BAREE:
- $970%L

Sonated icied b reteso bl dlbey

@) coverity



Defects Source Metrics || Trends || Dashboard |

A
L4 int paths{) {
Assigning: "p" = storage returned from "malloc{ 120U)".
Calling allocation function “malloc™.
1a5 char *p = malloc({12});
146
At conditional (1): "!p"” taking the false branch.
107 if (!p)
105 return HNO_MEM; [
109
At conditional {2): "'some_other function{}" taking the false branch.
11 if (!some_other_function()) {
111 free(p);
112 return OTHER_ERROR;
113 }
114
At conditional (3): "'yet_another_function()" taking the true branch.
115 if (!vet_another_function(}) {
Variable "p* going out of scope leaks the storage it points to.
11a return OTHER_ERROR;
117 ¥}
115
113 do_some_things(p); LI

FEDAVE—UF, COFEENREET SR (DIKFR) ZEiRT
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15 memcpy (handleKey,| NULL,| sizeof (struct HKey))

12 struct HEey handlekey;

1=

14
A null pointer is passed to function "memcpy”, which dereferences it.
A null pointer is passed to function "memcpy”, which dereferences it. {Deref assumed on
the basis of 'nonnull’ parameter attribute.)

15 memcpy ( Ahandlekey, HNULL, sizeofistruct HKev));

1a

NULL DfEliEShE
- (FO RWARD_NULL) @b coverity
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BOMh-oTL\EH?

Fryvh—4 FIvIRE CWE |URY
1 | OVERRUN_STATIC BEHI DRI D AT 8 1E 119 =5
125
2 | UNINIT_CTOR MEIEESNTUOGNISRFEISEERDIEFET—2A | 457 =
IN—INFTE
3 | FORWARD NULL NULLZREFFELENULLF IV I LIE-EBAZEDED /N | 476 as
ATHESRINSEM
4 | UNINIT FEESN TULVGENESR 457 =)
5 | STRING OVERFLOW | ¥Xal)T+HE5E%ICEI 2B EMGEXFSIA—/\—20 | 120 1K
6 | UNUSED_VALUE E#HETHLMSEYETONENFI ASN TGN 563 &
7 | RESOURCE_LEAK AEVDFANRED))—AMNRaA—TE8N)—5 403 =
404
8 | UNREACHABLE FETHHIETIO—NEFELGLZHETINGLIVT—F | 561 oS
9 | CHECKED_RETURN METHICH T EHREVEDOFI I —ETR%E 252 ot
1 | DEADCODE DEEEDO-HIZEETET . EfTSniLia—F 561 oS
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#define EK TABLE LOW 1
#define EK TABLE HIGH 15

if (ldx <= EK_TABLE_LOW|&& [ldx > EK_TABLE_HIGH) {

18
Assigning: “ldx™ = "1".
} 11 1dx=1;
1z
13

} On this path, the condition "ldx > 15" cannot be true.
After this line, the value of “ldx" is equal to 1.

Moticing condition "ldx <= 1".
} 14 if(1ldx <= EK_TABLE_LOW && 1dx » EK_TABLE_HIGH){
Execution cannot reach this statement “ldy = 1;".

15 ldy = EK_TABLE_LOU; _ .
36 }edse { HEMICEETERLD—R
y=0;

. S (DEADCODE)
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1347 .. FIvIDIGANEC BDOHZHER

1348 YYCODETYPE yymajor; B = \ A

1349 yyStackEntry *yytos =] &pParser->yystack|[pParser->yyidx]|;
1350

1352 #ifndef NDEBUG

1353 if( yyTraceFILE && pParser->yyidx>=0 ) {

1354 fprintf (yyTraceFILE, "$sPopping %s¥n",
1355 yyTracePrompt,
1356 yyTokenName [yytos->major]) ;
357 1}
1 1547 static int vv_pop_parser_stack(vvParser *pParser)q{
1 1345 YYCODETYPE vwmajor; .
1=449 vvStackEntry *ywvtas = apParser->yvvstack[pParser->vyvidx];
L Using "pParser->yyidx" as index to array "pParser->=yystack”.
15350
1351 1f( pParser-»>yyid«<<d ) return 0;
You might be using variable "pParser->yyidx" before verifying that it is == 0.
1252 Zi+no=+ NDEBUG

20 @) coverity
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737 void EC_POINT clear free (EC_POINT *point)
738 {
739 if (!'point) return;
740
741 if 1= 0)
742 point->meth->point clear finish(point);
743 else if &&
point->meth->point finish !'= 0)
744 point->meth->point finish(point);
AR OADTANICOT ~lacmanlenasnd acaoand kemaasawd) .
7349 if (!point) return;
240
Directly dereferencing pointer “point->meth".
741 if (point->meth->point_clear_finish != @)
742 point -*meth->point_clear_finishipoint);
Dereferencing "point->meth"” before a null check.
743 else if (point->meth != HNULL &% point->meth-:>point_finish != @)
744 point -xmeth->point_finishipoint);
745 OPENSSL_cleanse(poilnt, sizeof *point);
744 OPENSSL_free(point);
247 }
745




INADEREITIZBIZDONT

625 ..
©26 char str[128];
627 Assigning: "off" = 128" 1 :
628 if (buf 4 oot '
629 retur 634 mems et Lot arf);
630 1if (off) SEEEH (4): "BIO_write(fp, str, off) <= 0" | false IcHELELE.
631 { G35 if (BIO_write(fp, str, off) <= @)
632 if (¢ G3a return @;
633 o }
634 memse R
635 if (B SEEEEE (5): "BIO_printf(fp, &"%s", name) <= 0" | false ICH5ELELF.
Ga3a if (BIO _printfifp, "%s", name) <= @)
636 o -
a4 return o;
637 '} H 641
638 if (BIO_H 4yt (6): "i < len” |E true I5RELELE,
639 retun 642 for (1=0; i<len; i++)
640 for (i=0; 643 {
641 SRR (7)) i % 15U == 0U" I true ICH5RLELE,
642 if | ad4 if ((1%15) == a)
643 { s {
a4 str[d]=""n";
644 . . . . . .. .
645 Overrunning static array "&str[1]" of size 128 bytes by passing it to a function
argument "off + 4" at byte position 132.
646 .. 647 memset (&(str[1]), "




22M'))—RX

pathsearch(lemp->argv0,templatename,0);

3027 if( tpltname==0 ){
3030 lemp->errorcnt++;
3031 returnO;

3032 }
3033 in g fopen(tpltname,"rb")
3034 if( ilam=—=g

3036 lemp->errorcnt++;
3037 return O;
3038 }

2905 PRIVATE char *pathsearch(argv0,name, modemask)

2929 path = (cha ( strlen(pathlist)+strlen(name)+2 );

2944 return path;

EERDLR—,E
BTHZFELLD
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Application
Application 7=
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Application v1.0
Application v1.0

TargetA DAEE TargetB MDAESH

Target A EH Target B EH&

Target A [EH

27



HBESATSUNBETHBE Oty

Library®
~BE

Appl + LibraryD FE & App 2 + LibraryD A~ E &

Hi@ Hi&

Hi8 Hi&

28



libtiff ooy

a higher code

N—23> | sLoC O | AH BRERMAE | BAEOFA
(JY—2 x| =
)

834 70 6

cR: WAV AN 70,716 217,266
cR-RNPLLEIN 79,645 927 263,961 78 1
80,452 932 283,495 76 0

4.0.0 beta 6 [EYPLY 1,052 304,821 68 13
(2010)

EN—T3 0 BEOFEESE: 44 (v3.82 D BHFDEFE)
o 1)Y—XJ—H NULLFTYIIR, BREOHA. RPEE

FHAREEENME:1,000 TH71=Y. 0.644

e ZNTAOTITHYITIE., 1000fTa—FM B2 545506 HFREENFKET S
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openSSL (F—4 v\ D LLER) 0 coverity:

S—45yk | SLOC O | AH BRERMAE | BAEOFA
A%I %I

0.9.8i 211,130 5,000 776,930

Linux(x86)

0.9.8i 199,692 5,121 763,458 148 0

Windows

EA—T YN BEOARE S 1481
e NAMFEAERLESD. FEADQH BTSN

Linux HIEIBEDAE S8t

e TYRO—K NULLFIVIBEFRDIR SNEBAANT—E2DEXRFTVY
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